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OpenS5H_9.7pl1 Debian-5, Open5S5L 3

[T dnf / apt [ ((LITITTT)

<< Redhat / CentOS / Rocky / Oracle >>

sudo dnf list installed | grep openssh

<< Debian / Ubuntu >>

sudo apt list --installed | grep openssh

LibreNMs ~]# sudo dnf list installed | grep openssh
h.x86_64 8.0pl1-24.el8 @baseos
-clients 8.0pl-24.el8 @baseos
openssh-serve 6 6 2.0pl-24.el8 @baseos
[root@L1breNMs ~

~/Downloads
list - openssh
[sudo] password for kali:

WARNING: apt does not have a stable CLI interface. Use with caution in scripts.

/kali-rolling,now 1:9.7p1-5 amd64 [installed]
4 [installed,automatic]

~/Downloads

[ITTINMap(T] ([T

sudo nmap -A -sT -T4 -p 22 192.168.xx.xx/24



~/Downloads
: T =T 22 192.168.123.0/24
Starting Nmap 7.945VN ( https://nmap.org ) at 2024-07-02 23:17 CST
Nmap scan report for 192.168.123.104
Host is up (0.80075s latency).

PORT STATE SERVICE VERSION

22/tcp closed ssh

MAC Address: (Universal Global Scientific Industrial)
Too many fingerprints match this host to give specific 0S details
Network Distance: 1 hop

TRACEROUTE
HOP RTT ADDRESS
1 @.75 ms 192.168.123.104

Nmap scan report for 192.168.123.240
Host is up (0.00036s Latency).

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 9.2p1 Debian 2+debl2u2 (protocol 2.0)
ssh-hostkev:

MAC Address: (Unknown )

Warning: 055can results may be unreliable because we could not find at least 1 open and 1 closed port
Aggressive 0S guesses: Linux 2.6.32 - 3.10 (96%), Linux 3.10 (95%), Linux 3.12 - 4.10 (95%), Linux 3.1 (95%),
inux 3.2 (95%), AXIS 210A or 211 Network Camera (Linux 2.6.17) (95%), Linux 2.6.18 (94%), Geovision EBD470@0 CCT|
V camera (Linux 3.4) (93%), Western Digital My Cloud DL41@8@ NAS (Linux 3.1@) (93%), ASUS RT-N56U WAP (Linux 3.4
) (93%)

No exact 05 matches for host (test conditions non-ideal).

Network Distance: 1 hop

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.36 ms 192,168.123.240

Nmap scan report for 192.168.123.241
Host is up (0.00068s latency).

PORT STATE SERVICE VERSION

[TIGithub Open Source Tool ([(TTITIII)

[QVE-2024-6387_Check

https://github.com/xaitax/CVE-2024-6387 Check

f:5 xaitax

[ .gitattributes

[ CVE-2024-6387_Check.py
[ LICENSE

[ README.md
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[ .gitattributes
[ CVE-2024-6387_Check.py

[ UCENSE 3 ' socket
[ READMEmd - argparse
- ipaddress
threading
ort time
queue import Queue

m concurrent.futures i

"8.5"
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python CVE-2024-6387_Check.py 192.168.xx.xx/24



-[~/TF ]
CVE-2024-6387_Check.py !
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