GVM / OpenVAS

GVM (Greenbone Vulnerability Management) / OpenVAS (Open Vulnerability Assessment Scanne)

e Kali Linux [T]GVM / OpenVAS




Kali Linux [T] GVM / OpenVAS

GVM (Greenbone Vulnerability Management) / OpenVAS (Open Vulnerability Assessment Scanne)

(111
https://greenbone.github.io/docs/latest/22.4/kali/index.html

Virtual Plat None
Kernel: .11-amd64
Uptime: 53 mins
Packages
Shell: zsh
Resolution:
DE: Plasma 5
WM: kwin
Theme: [Plasmal, Breeze [GTK2/3]

Icons: [Plasma], Flat-Remix-Blue-Dark [GTK2/3]

Terminal:

CPU: AMD G X with Radeon Graphics (4) @ 3.293GHz
GPU: 00: [ SVGA II Adapter

Memory: 1718MiEB / 3913MiBE

(LTI

sudo apt-get update

sudo apt-get install gvm -y


https://greenbone.github.io/docs/latest/22.4/kali/index.html
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[T gvm-setup[T T T admin[ITIT]
sudo gvm-setup

[:_i;_l;i g }T-f-
[sudo] kali M E :

[>] Starting PostgreSQL service

[>] Creating GVM's certificate files
[>] Creating PostgreSQL database

[*#] Creating database user

[#] Creating database

[*#] Creating permissions
CREATE ROLE

[#] Applying permissions
GRANT ROLE

[*#] Creating extension uuid-ossp
CREATE EXTENSION

[#] Creating extension pgcrypto
CREATE EXTENSION

[#] Creating extension pg-gvm

CREATE EXTENSION

[>] Migrating database

[>] Checking for GVM admin user

[* ] Creating user admin for gvm
Please note the generated admin password
User created with password '87874188-b377-4243-32d8-66975730fcb5".
Configure Feed Import Owner
Define Feed Import Owner

[#] Update GVM feeds

Running as root. Switching to user

Trying to acgquire lock on

Acquired lock on

¢ Downloading Notus files from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/vt-data/notus/ to /var/lib/notus

and group




tching to user '_g and group
Tryin ck on
Acqui

vulnerability
rability-f

= lock on

data from / 1 - / unit rabilit
-Bund data

Default scanner
g Default Scanner

min user
b377-4243-a2d8

2tup to make sure thing is correctly configured

[ITITTok

sudo gvm-check-setup

[IITIITT] gvm

sudo gvm-stop

GVM

sudo vim /usr/lib/systemd/system/greenbone-security-assistant.service

Jetc/default

/usr/lib/systemd/system/greenbone-security-assistant.servicel]

[]--listen 127.0.0.1 [J]0.0.0.0[I1111]



gvm

sudo gvm-start

Please wait for the GVM services to start.

You might need to refresh your browser once it opens.

Web UI (Greembone Security Assistant): https:

[ https:// << IP Address >>:9392 [TT1[Jadmin[ITII11]



é Greenbone

Sign in to your account

admin

Password
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Sign In

I Had min T

sudo -u _gvm gvmd --user=admin --new-password='new_password'




Dashboards Resilience Configuration Administration

Dashboards
Overview [F
oo
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Greenbone Security Assistant (GSA) Copyright [C) 2009-2022 by Greanbone AG, www.greenbona.nat

[JAdministration => Feed Status [TTITIITIITTIIIIIIIIIII

Greenbone Security Assista

0 &

Dashboards Resilience Configuration Administration

Users
Groups
Roles

Permissions

h Feed Status

Type Content Origin Version Status

Performance

NVT A VTS T Current

Greenbone SCAP Data

SCAP CVEs - -. CPEs 2024070570500 | 3 days old
i LN Feed
CERT {53 CERTBUNd Advisories SN DFN-CERT Advisories Eé:”b"”e CERTD3t3 5524070570408 | 3 days old
=
= Compliance Port Report Scan Greenbone Data Objects
GVMD_DATA I:IP Policies Lists Formats ‘& Configs Feed 2024070570504 | 3 days old

Greenbone Security Assistant (GSA) 2009-2023 by Greenbone AG. www.greenbone.net




Feed

[MFeed[] 0 gvm-startTTTTTITTITITITIITIIITITIFeed

sudo greenbone-feed-sync

fetc/default

Running as root. Switching to u and group
to acquire lo on
d lock on
Notus files from
reenbone.net;,
sync:

plugins

Acquired 1
Downloading SCAP data from rsync:
Downloading CERT-Bund data fr
Downloadin

Releasing lc

] community.greenbone.net/community/vulnerability-feed &
/feed.community.greenbone.net/communit ilnerability-feed
ed.community.greenbone.net/community/data-feed

/etc/default
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