Rocky Linux 9.5 LibreNMS [T

Rocky Linux 9.5 (Blue Onyx) x86_64
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[root@librenms ~J# |J

LibreNMS[https://docs.librenms.org/Installation/Install-LibreNMS/

[IIITIIIIII root [T ((III11 sudo ... =_=a)

[L11]

[[[DNS[IIIII] LibreNMS [] A Rec



https://docs.librenms.org/Installation/Install-LibreNMS/

TTOLinuxITIIITTTITIEPEL Release(]

dnf update -y

dnf install epel-release -y

HENRRANNNNRRARNNNNEE

dnf install btop htop glances fastfetch iotop iftop -y

systemctl reboot

all btop htop
04:42 Fi + BFfEITEFPE L2025

[ITTTApache

dnf -y install dnf-utils http://rpms.remirepo.net/enterprise/remi-release-9.rpm

dnf module reset php

dnf module enable php:8.2

dnf install bash-completion cronie fping gcc git httpd ImageMagick mariadb-server mtr net-snmp net-snmp-utils
nmap php-fpm php-cli php-common php-curl php-gd php-gmp php-json php-mbstring php-process php-snmp
php-xml php-zip php-mysqglnd python3 python3-devel python3-PyMySQL python3-redis python3-memcached
python3-pip python3-systemd rrdtool unzip

[TlLibreNMS User

useradd librenms -d /opt/librenms -M -r -s "$(which bash)"

[T] LibreNMS



cd /opt
git clone https://github.com/librenms/librenms.git

Counting objects: 168

ing objects: 100% ( /282), done.
1 (delta 342), reused 178 (delta 178), pack-reused 230821 (from 4)
; ; 313.14 MiB | 5.73 MiB/s,
; -

chown -R librenms:librenms /opt/librenms
chmod 771 /opt/librenms
setfacl -d -m g::rwx /opt/librenms/rrd /opt/librenms/logs /opt/librenms/bootstrap/cache/ /opt/librenms/storage/

setfacl -R -m g::rwx /opt/librenms/rrd /opt/librenms/logs /opt/librenms/bootstrap/cache/ /opt/librenms/storage/

pt/librenms/rrd sfopt/librenms/logs /opt/librenms/

£
rirwx Jopt/librenms/rrd fopt/librenms/logs Jopt/librenms/
[root@librenms opt]# [J

[DPHPLIIIT]

(ITII11] librenms

su - librenms

[root@librenms opt]# su - librenms
[librenms@librenms ~1% [

(ITIT]

.Jscripts/composer_wrapper.php install --no-dev

exit



[librenms@librenms ~1% pwd

Jopt/librenm

[libren lbrenms ~]% ./scripts/composer_wrapper.php
1t

Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading
Downloading

Requirement already ied: PyMysQL!=1.8.8 i /lib/py : site-packages (from -r reguirements.txt (line 1)) (B8.18.1)
Collecting python-do

Downloading p\dthun dotenv-1.1.0

E 5 (from -r requirements
y g from -r requirements.tx

Requirement alread i U .8 il Y. : ite-packages (from -r requirementa Tt
Collecting command_runner

Downloading cemmand_runner-1. NE
Requirement already fi as) > 5 y 3.9/s1 a ( > .B->-r reguiremen

: 1] dis r requirements.tx

installed in s/ al/bin' which is not on PATH.
5 directory to PATH or, 1 u prefer to tt g, use -
talled command-runner-1.7.3 python-dotenv-1.1.0

ot@librenms opt]# [l

[TPHP]

(1] /etc/php.ini

vim /etc/php.ini
#[1],;date.timezone =

#[11] date.timezone = "Asia/Taipei"
ESC => :wq 1111



timezone

(LTI

timedatectl

[root@Llibrenms opt]# timedatectl
Local time: [ 282
Universal time: O
RTC time:
Time zone:

System clock synchronized:

NTP service:

RTC in local TZ:
[root@librenms opt]# i

timedatect| set-timezone "Asia/Taipei"

[TMariaDB

[I] mariadb-server.cnf

vim /etc/my.cnf.d/mariadb-server.cnf

0 [mysqld] OTIITIIIIIII10

innodb _file_per_table=1

lower _case table_ names=0



[server]

[mysqld]

datadir=/var/Lib/mysqgl
socket=/var/Lib/mysql/mysql
log-error=/var/log/mariadb/mariadb. log
pid-file=/run/mariadb/mariadb.pid
innodb_file_per_table=1

lower case table names=6Hl

[TII] MariaDB Service [TTIIIIIIL]

systemctl enable mariadb
systemctl restart mariadb

systemctl status mariadb

emctl enable mariadb

ysqld.service -+ ystemd/ . e.
tem/multi-user.target.wants/mariadb. ice / Li : stem/mariadb.service.
tus mariad

: The second 1 ysq no password either, but

1 you need to be the s m 'mysql' user to connect.

: After connecting you can set the . u would need to be
ble to connect ny of thes d and without sudo
e the Mari
lease report

e-db-dir
arted MariaDB 18

T TImysqldITT1]

mysql -u root



[root@librenms opt]# mysql -u root

Welcome to the MariaDB meniter. Commands end with ; or \g.
Your MariaDB connection id 1is 3

Server version: 18.5.27-MariaDB MariaDB Server

Copyright (c) 20008, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]= |}

CREATE DATABASE librenms CHARACTER SET utf8mb4 COLLATE utf8mb4_unicode_ci;
CREATE USER 'librenms'@'localhost' IDENTIFIED BY '[TTIIIIL;
GRANT ALL PRIVILEGES ON librenms.* TO 'librenms'@'localhost’;
exit
[root@librenms opt]# mysgl -u root
welcome to the MariaDB menitor. Commands end with ; or \g.
Your MariaDB connection id is 3
Server wversion: 10.5.27-Mar1aDB MariaDE Server
Copyright (c) 2088, 20818, Oracle, MariaDB Corporation Ab and others.

ype 'help;' or '\h' for help. Type '‘c' to clear the current input statement.

MariaDB [(none)]= CREATE DATABASE Llibrenms CHARACTER SET utf8mb4 COLLATE utf8mb4 unicode ci;
Query 0K, 1 row affected (0.0080 sec)

MariaDB [(none)]> CREATE USER 'librenms'@'localhost' IDENTIFIED BY
Query 0K, 0 rows affected (0.801 sec)

MariaDB [(none)]= GRANT ALL PRIVILEGES ON Llibrenms.* TO 'librenms'@'localhos
Query 0K, 0 rows affected (0.000 sec)

MariaDB [(none)]= exit
Bye
[root@librenms optl# [

[TPHP-FPM

cp /etc/php-fpm.d/www.conf /etc/php-fpm.d/librenms.conf

vim /etc/php-fpm.d/librenms.conf

HINRRANNRNNRNNNN

[librenms]
user = librenms
group = librenms

listen = /run/php-fpm-librenms.sock



; Start a new pool named 'www'.

; the variable $pool can be used in any directive and will be replaced by the
; pool name {'www' here)

[Librenms ]

; Per pool prefix
; It only applies on the following directives:

; - 'access.log'

i - 'slowlog’

i - 'listen' {unixsocket)

i - ‘chroot’

+ - ‘chdir!

: - 'php_values'

; - 'php_admin_values'

; When not set, the global prefix (or @php fpm prefix@) applies instead.
: =: This directive can also be relative to the global prefix.

; Default value: none

;prefix = spath/to/pools/$pool

% user/group of processes
2: The user is mandatory. If the group is not set, the default user's group

will be used.
apache user chosen to provide access to the same directories as httpd
Librenms
Keep a group allowed to write in log dir.
= librenms

to listen on a TCP socket to a specific IPv4 address on
a specific port;

"[ip:6:addr:ess]:port’ tf] listen on a TCP socket to a specific IPv6 address on
a specific port;

‘port’ to listen on a TCP socket to all addresses
{IPv6 and IPv4-mapped) on a specific port;

‘/path/tofunix/socket’ to listen on a unix socket.

ote: This value is mandatory.

/run/php-fpm-1librenms.sock

; Set listen(2) backlog.
; Default value: 511
;listen.backlog = 511

[TJApache

[Tlibrenms.conf
vim /etc/httpd/conf.d/librenms.conf
[ITITITIITILibreNMSTIFQDNLIIIITI

<VirtualHost *:80>
DocumentRoot /opt/librenms/html/

ServerName LibreNMS[TIFQDN

AllowEncodedSlashes NoDecode

<Directory "/opt/librenms/html/">



Require all granted
AllowOverride All
Options FollowSymLinks MultiViews

</Directory>

# Enable http authorization headers
<IfModule setenvif_module>

SetEnvifNoCase ~Authorization$ "(.+)" HTTP_AUTHORIZATION=%$1
</IfModule>

<FilesMatch ".+\.php$">
SetHandler "proxy:unix:/run/php-fpm-librenms.sock|fcgi://localhost"
</FilesMatch>

</VirtualHost>

Jopt/Librenms /html/
librenms. .com

s NoDecode )

L granted

EnvI
</IfModule=

<FilesMatch
o I-_'-i_-l_ -
=/VirtualHo

[IIIIT] httpdphp-fpm

systemctl enable --now httpd

systemctl enable --now php-fpm

[IT10

chcon -t httpd_sys rw_content_t /opt/librenms/.env



[T]1 SELinux
[[ISELinux[1T]

vim /etc/selinux/config
OSELINUX[TTTdisabledITTTITTT

SELINUX=disabled

SELINUX=disabledl]

SELINUXTYPE=targeted

systemctl reboot

[Tifping

(MITSELinux T T T

Jroot[Tltemp[IT]



cd/

mkdir temp
chmod 777 temp
cd /temp

[root@librenms /]# mkdir temp
[root@librenms /]# chmod 777 temp
[root@librenms /]# 11
HE 76
root root 4896 11H
root root ]
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
[root@librenms /]# cd temp
[root@librenms temp]# |}
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(Thttp_fping.ttT]

touch http_fping.tt
vim http_fping.tt

[ITTTTT] http_fping.tt [TTTT]

module http_fping 1.0;

require {
type httpd_t;
class capability net_raw;

class rawip_socket { getopt create setopt write read };



allow httpd_t self:capability net_raw;

allow httpd_t self:rawip_socket { getopt create setopt write read };
[LITIT]

checkmodule -M -m -o http_fping.mod http_fping.tt
semodule_package -o http_fping.pp -m http_fping.mod
semodule -i http_fping.pp

[TFirewall
[IIFirewall[T]

firewall-cmd --list-all

[root@librenms temp]# firewall-cmd --list-all
public (active)
target: default
icmp-block-1inversion:
interfaces: en
sources:
services: cockpit dhcpvé-client ssh
ports:
protocols:
forward: yes
masquerade:
forward-ports:
source-ports:
icmp-blocks:
rich rules:
[root@librenms templ# |}

(M http[httpsIsyslogsnmp 1]

syslog[TTTTTTisnmp[ITTIDROTILibreNMSITITIIT]

firewall-cmd --permanent --add-service http --add-service https --add-service syslog --add-service snmp

Reload[TTTIIIT] firewall[T]

firewall-cmd --reload

firewall-cmd --list-all



@librenms templ]# firewall-cmd --reload

[root@librenms temp]# firewall-cmd --list-all
public (active)
target: default
icmp-block-inversion:
interfaces: ens33
sources:
services: cockpit dhcpv6-client http https snmp ssh syslog
ports:
protocols:
forward: 5
masquerade:
forward-ports:
source-ports:
icmp-blocks:
rich rules:
[root@librenms templ# i

[TInms[T1T]

In -s /opt/librenms/Inms /usr/bin/Inms

cp /opt/librenms/misc/Inms-completion.bash /etc/bash_completion.d/

[T]snmpd

cp /opt/librenms/snmpd.conf.example /etc/snmp/snmpd.conf

vim /etc/snmp/snmpd.conf

dOcommunity T




com2sec readonly default community

group MyROGroup wvZc readonlylj
view all included .1 20
access MyROGroup any noauth exact all

syslocation Rack, Room, Building, City, Country [Lat, Lon]
syscontact Your Name =your@email.addre:

extend distro fusr/binsdistro

[TlLibreNMS Linux Distro

[TTBJAITITTITISNMP Service

curl -o /usr/bin/distro https://raw.githubusercontent.com/librenms/librenms-agent/master/snmp/distro
chmod +x /usr/bin/distro
systemctl enable snmpd
systemctl restart snmpd

systemctl status snmpd

[root@librenms templ# curl -o Jusr/bin/distro htt
hmod +x fusr/bin/distro

temctl enable snmpd

temctl restart snmpd

s Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
106 5187 180 5187 0 2] 7847 Ul ==c==c== ==f==f== ==-==-== [
Created symlir letc/ md / tem/multi-user.target.want nmpd.service - e ystem/snmpd.service.
! 5 l enable snmpd

| status snmpd
Management Protocol (S
preset:
ago

mpd)
100455)

gration.com ] : Start Simple Network Management Protocol (SNMP) Daemon....
] gration.com : P version 5.
5H 16 a1l: L ibrenm: gration.com systemd : Started Simple Network Management Protocol (SNMP) Daemon. .
[root@librenms templ# ]




[TICron Job

cp /opt/librenms/dist/librenms.cron /etc/cron.d/librenms

[TTITimer

cp /opt/librenms/dist/librenms-scheduler.service /opt/librenms/dist/librenms-scheduler.timer
/etc/systemd/system/
systemctl enable librenms-scheduler.timer

systemctl start librenms-scheduler.timer

[ITTLoglIT]

cp /opt/librenms/misc/librenms.logrotate /etc/logrotate.d/librenms

[TTTLibreNMS

Browser [T] http://LibreNMS.[T].FQDN/install[TTTIT]



< LibreNMS
0—o

Pre-Install Checks

PHP (8.2 or higher required) 8.2.25

pdo_mysql
mysqlnd

gd

[TDB(T]



7N

<& LibreNMS

Configure Database

E} Database Credentials

Host

Port

Unix-Socket

User

Password

Database Name

DB

localhost

3306

Only use for custom socket path

librenms

eecessee I MariaDBE5E 7 1) #05

librenms

Check Credentials




Configure Database

Database Credentials N

Build Database v

Build Database

Please Wait...

DB[ITITITTTladmin[ITT]



Configure Database

Database Credentials

Build Database

[(IITIIIII1] Add User


https://mdfk.goddamn.idv.tw/uploads/images/gallery/2025-05/4m6l3HlNHO.png

£ LibreNMS

Create Admin User

Username | librenms
Password @ esessssssss

Email




7N

A X4

Create Admin User

9 librenms




LioreNMS

Finish Install

Additional Settings

Update Channel  Daily @ Monthly
Default Theme @ Light Dark
Send Usage Reports

Send Error Reports

Finish Install




Install Complete

env file written

config.php file written

@ Thank you for setting up LibreNMS.

Dashboard

ices Bl Maps (@ Ports ¥ Health

Database
Dependencies
Disk
Distributedpoller
Mail

Php

Webserver

Validate Install

FAIL: APP_URL is not set correctly. It should be set to http:/flibrenms

g Global Settings
@ validate Config

(® Manage Users
© Auth History

BB poller
<[> Ap1 »

@ About LibreNMs




cd /opt/librenms

vim .env

[root@librenms librenms]# cd sopt/librenms
[root@librenms librenms]# wim .env
[root@librenms librenms]# §

(T OCLITTTIIIT

cd /opt/librenms/
su librenms

./validate.php


https://mdfk.goddamn.idv.tw/uploads/images/gallery/2025-05/3dCz5wetvC.png

[root@librenms conf.d]# cd fopt/librenms/
[root@librenms librenms]# su librenms

|
Librenms 25.4.0-141-gcaBebec5T (2025-05-15T20:44:02+08:00)
DB Schema | 2025_05 83 152418 remove_invalid_sensor_classes (338)
PHP 8.2.25
Python 3.9.21
Database MariaDB 18.5.27-MariaDB
RRDTool 1.7.2
SNMP 5

Composer Version: 2.8.9
Dependencies up-to-date.
You have no devices.

LD

Database Connec

Database Schema 1is current

SQL Server meets minimum reguirements
lower_case_table names is enab

MySQL engine is optimal

Database and column collations are correct
Database schema correct

MySQL and PHP time match

Locks are functional

Python poller wrapper is polling
Redis 1is unavailable

rrd_dir is writable

rrdtool version ok

ALY |
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[TLibreNMS[TTTTTITITITIPlugins[T [IT1T]
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